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CHAPTER 3 
 
 
RESEARCH METHODOLOGY 
 
 
3.1 INTRODUCTION 
 
This chapter starts with describing the strategy used and the followed 
subchapters are divided based on the objectives. The main discussion will be 
concentrated on the efficient and effective watermarking methods to be proposed for 
image tamper localization and recovery in this study. This chapter is structured as 
follows: 
 
 Section 3.2 describes the strategy used to finish all the development in this 
project. It explains about a set of the methodology used to conduct research that 
consists of three phases. 
 Section 3.3 describes the sample used for this method. 
 Section 3.4 clarifies the instrument used for the method.  
 Section 3.5 describes the method to evaluate the performance of the proposed 
scheme. 
 Section 3.6 gives the summary of the chapter. 
 
3.2 RESEARCH STRATEGY AND DEVELOPMENT 
 
Three phases involved at this stage. Figure 3.1 shows the framework of 
SPIRAL-LSB  development methodology, which was the first algorithm proposed in 
the thesis. 
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Figure 3.1: Research Framework of SPIRAL-LSB 
 
 In methodology phase, each activity that needed to do was identified to 
accomplish the objectives. 
 
3.2.1 Phase 1: Initial Planning 
 
In the initial planning stage, the study about the project was done. The problems 
faced by watermarking in medical imaging were determined by studying the previous 
works of other researchers. After obtaining the problems, the questions of the research 
were constructed followed by objectives that answered all the research questions. Also, 
the scope of the project was also identified to narrow down the boundary of the project. 
 
We tried to answer these questions along the way completing the research; 
 Will unique numberings make a difference in the distribution of blocks?  
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 Will unique numberings help to keep the recovery data safe from tamper? 
 Are unique numberings suitable to be used when embedding a watermark in 
medical images? 
 
Chang (2007) claims that modification to some blocks would be done 
effortlessly if malicious attackers know the block mapping sequence in advance, which 
in this case when we use the typical raster pattern. Hung (2013) also states that a unique 
scan pattern is known as the secure method of encryption for having great compression 
before embedding, which would be further investigated in this research whether it is 
also good in watermarking or not. 
 
Block numbering process is seen as critical as it also decides the location of the 
embedded watermark data when mapping. With the probability of getting tamper 
attacks in the middle of the medical image is high, a unique numbering system is seen 
as helpful to protect the region of interest in the middle (Zain, 2005).  However, as we 
aimed to develop schemes that are compatible with all types of modalities, we could not 
say that the ROI is definitely in the middle only. As an example, a scanned femur in 
MRI will have the ROI as from top to the bottom of the image as that part of a body is 
long. 
 
Many patterns can be studied to investigate the ability of unique patterns to 
improve the performance of watermarking and its recovery feature. The spiral pattern is 
not complex, yet has a different way of arranging the pixel when comparing to raster 
pattern. The key to its specialty is because the pattern starts at the centre of the image. 
This specialty suits the mapping method which is pseudorandom, where the original 
location of the pixels at the central will be scattered far away from the central in the host 
image. The rest of the pixels will be following the principle, even though the farthest 
distance between the original and recovery data location will be the central pixels. 
 
Other than the hypothesis that spiral numbering helps further the embedded bits 
from the original blocks, another advantage of spiral numbering technique is in the fact 
that a significant computational outcome is possible rather than using the full raster scan 
(Sims & Poularikas, 1990). After using the double function of the ring type spiral scan, 
